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JMY350B_370B RFID Access Reader/Writer

User Manual

(Revisionl.4)

1 Characteristics

Supported standard: 1S014443-4 TYPE A+B

Power supply: DC 12V

Interface: RS485, Wigand

Power consumption: 100mA

Operating distance: 0-8cm (depending on card and antenna design)
ISP: Supported

Operating temperature: -25~+85 ‘C

Storage temperature; -40 ~ +125 C

2 Pin configurations and Pin outs

2.1 IMY350B

Pinl Pin2 Pin3 Pin4 Pin5 Pin6 Pin7 Pin8 Pin9 | Pin10
Down Up +12V | GND D+ D- Bitl Bit0 | GND 10
Red | Black | Yellow | Green | White | Brown
Cover protection Power RS485 Wigand Onekey

Reserve Support; RS485 default Customized
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2.2 IJMY370B
J1:
Pinl Pin2 Pin3 Pin4 Pin5 Pin6
10 GND Bit0 Bitl GND | +12Vv
Brown | White | Black Red
Onekey Wigand Power
Customized Can be chosen
J4:
Pinl Pin2 Pin3 Pin4
Up Down D+ D-
Yellow | Green
Cover protection RS485
Reserve Default
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3 Communication Protocols

3.1 RS485 Protocol

3.1.1 Parameters

The communication protocol is byte oriented. Both sending and receiving bytes are in
hexadecimal format. The communication parameters are as follows:

® Baud rate: 19200 bps

Data bits: 8bits

Stop bits: 1bit

Parity check: None

Flow control: None

3.1.2 JCP04 Data send format

Length Command Data Checksum

® Length: 1 byte, number of bytes from Command length byte to the last byte of
Data.

® Command: 1 byte, the command of this instruction.

Data: length depends on the command type; Data Length: 0x00~0xFC.

® Checksum: 1 byte, Exclusive OR (XOR) results from length byte to the last byte
of data.

3.1.3 JCP04 Data return format

®  Success:

‘ Length ‘ Command ‘ Data ‘ Checksum ‘
® Failure:

‘ Length ‘ Invert Command ‘ Checksum ‘

3.1.4 JCPO5 Data send format

‘ Length ‘ C.A. ‘ Command ‘ Data ‘ Checksum

®Length: 2 bytes, number of bytes from Length byte to the last byte of Data,
MSB first, length from 0x0004 to 0xX01FE.

®C.A. (communication address): 1 byte, the address ismulti-device communication,
Default address: 0x01; broadcast address: 0x00.

®Command: 1 byte, Application-layer command.

®Data: length depends on the command type, length from 0 to 506 bytes; depending on
the processor, and some models will be less than 506 bytes.

®Checksum: 1 byte, Exclusive OR (XOR) results from length byte to the last byte of
data.
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3.1.5 JCPO05 Data return format

®  Success:

‘ Length ‘ C.A. ‘ Command ‘ Data ‘ Checksum
® Failure:

| Length ‘ C.A. | Invert Command | Checksum |

4 Description of commands

4.1 List of commands

Command code function
0x18 Set Multi-device Communication Address
0x20 1SO14443 TYPE A Request
0x30 1SO14443-4 TYPE A Card RATS
0x31 1ISO14443 Type A CPU Card Command
0x60 1ISO14443-4 TYPE B Card RATS
0x61 1SO14443-4 TYPE B Card COS Command
0xA0 Write the script
0xAl Read the script
0xA2 Clear script
O0xA5 Reader parameter setting
0xA8 Read the 8-byte encrypted random
0xA9 Setting communication key
OxAF Save reader parameters
0xBO Set Buzzer and LED
0xB1 BLE Enable(power on enable)
0xB2 BLE Disable
0xB3 Set Scan Range
0xB4 Scan BLE Device(MAC address)
0xB5 Soft reset Bluetooth interface
0xB6 Hard reset Bluetooth interface
0xB7 Set up automatic scanning
0xB8 Bluetooth working mode setting
0xB9 Bluetooth broadcast name setting
OxF1 Version Information
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4.2 Explanation of commands
4.2.1 Set Multi-device Communication Address

Host sends:

Frame 0x18 Addr:. Checksum
Addr.: 1byte, 0x01~0xFF, can’t be 0x00, default 0x01.

Success:

‘ Frame ‘ 0x18 ‘Checksum‘

Failure:

‘ Frame ‘ OxDF ‘Checksum‘

4.2.2 15014443 TYPE A Request

Host sends:

Frame ‘ 0x20 ‘ Mode Checksum
Mode:  0x26 REQA

0x52 WUPA

Success:

Frame ‘ 0x20 ‘ SNR Checksum
SNR: 4, 7 or 10 bytes card serial number

Failure:

Frame ‘ OxDF ‘Checksum

4.2.3 15014443 Type A CPU card RATS

Host sends:

‘ Frame ‘ 0x30 ‘Cheoksum‘

Success:

‘ Frame ‘ 0x30 ‘ ATS ‘Checksum

ATS: length depends on card.

Failure:

Frame 0xCF Checksum
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4.2.4 15014443 Type A CPU card COS Command

Host sends:

Frame 0x31 COS Command Checksum

COS Command: Communication commands conforming to 1SO14443-4.

Success:

‘ Frame ‘ 0x31 ‘ COS Respond ‘ Checksum
Failure:

‘ Frame ‘ OxCE ‘ Checksum ‘
As example(JCP05):

Send: 0x0009 00 31 00 84 00 00 08 B4

Return: 0x000E 01 31 B9 89 3A B0 16 40 7E D0 90 00 EC

4.2.5 15014443 Type B CPU card RATS

Host sends:

‘ Frame ‘ 0x60 ‘ Mode ‘ Checksum
Mode: 1byte, 0x00 WUPB; 0x01: REQB; RFU

Success:

Frame 0x60 ‘ Info. ‘Checksum‘

Info. : For more details, please refer to 1SO14443-3 "ATQB Response™ part.

Failure:

Frame 0x9F Checksum

4.2.6 15014443 Type B CPU card COS Command

Host sends:

‘ Frame ‘ 0x61 ‘ COS Command ‘ Checksum ‘
Success:

‘ Frame ‘ 0x61 ‘ COS Respond ’ Checksum ‘
Failure:

‘ Frame ‘ Ox9E ‘ Checksum ‘
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4.2.7 Write into the script information

Before writing script information, you need to send A2h command (clear card reader

parameters and script data command) to get permission. Power on again, the authority will

be invalid.

Host sends:

Frame 0xA0 DATA Checksum

DATA: Script Commands
This document describes only the serial communication structure, specific script information
structure, and method of use, please refer to the "Script protocol file."

Success:

‘ Frame ‘ O0xA0 ‘Checksum‘

Failure:

‘ Frame ‘ Ox5F ‘Checksum‘

4.2.8 Read out the script information

Host sends:

Frame ‘ 0xAl INDEX Checksum

INDEX: Specifies the script commands No.

Success:

Frame OxAl DATA Checksum

DATA: Script Commands
This document describes only the serial communication structure, specific script information
structure, and method of use, please refer to the "Script protocol file."

Failure:

Frame O0x5E Checksum

4.2.9 Clear reader parameters and script data

Host sends:

‘ Frame ‘ OxA2 ‘ Flag ‘Checksum

Flag: 1lbyte, OXFF.

Success:

‘ Frame ‘ 0xA2 Checksum
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Failure:

‘ Frame ‘ 0x5D ‘Checksum

4.2.10 Reader parameter setting

To set the reader to find cards, script execution and output functions.

Host sends:
Frame 0xA5 DATA Checksum
DATA 3bytes:
Bit Explanation
Bit7 RFU
Bit6 1=Enable; 0=Disable; The output data encryption.
Bit5 1=Enable;0=Disable; Data output from RS485 port.
DATA[0] | Bit4 1=Enable; 0=Disable; Data output from Wigand port.
Bit3-bit0 | 3=WieGand26 or RS485 3bytes;
4=WieGand34 or RS485 4bytes;
5=WieGand42 or RS485 5hytes.
Bit7 1=Enable; 0=Disable; Automatic detecting card
Bit6 1=Enable;0=Disable; Automatically find key function
DATA[1] - N X .
Bit5 1=Enable; 0=Disable; Using a script.
Bit4-bit0 | RFU
DATA[2] RFU
DATA[3] Device Address
Success:
‘ Frame ‘ 0xA5 ‘ Checksum ‘
Failure:
‘ Frame ‘ Ox5A ‘ Checksum ‘

4211 Save reader parameters

Host sends:

‘ Frame ‘ OXAF ‘ Checksum ‘
Success:

‘ Frame ‘ OXAF ‘ Checksum ‘
Failure:

‘ Frame ‘ 0x50 ‘ Checksum ‘

4.2.12 Read the 8-byte encrypted random

The reader's default key is 4A494E4D55595520. This key is defined by the producer, cannot
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be changed by the user.

Host sends:
| Frame ‘ 0xA8 |Checksum‘

Success:

| Frame | 0xA8 ‘ E.R. |Checksum

E.R (Encrypted Random): 8bytes, the outputting encrypted key via DES from Reader.

Failure:
| Frame ‘ 0x57 ‘Checksum

4.2.13 Setting communication key

Host sends:
| Frame ‘ 0xA9 ‘ E.D. Checksum
E.D. (Encrypted Data): 16byte (the Host encrypts the key via DES, then send to the Reader.)

Success:

‘ Frame ‘ 0xA9 ‘Checksum‘

Failure:

| Frame ‘ 0x56 ‘Checksum‘

4.2.14 Set Buzzer and LED

Host sends:
| Frame ‘ 0xBO DATA Checksum
DATAJ[0]:  LED and Buzzer Control

Bit5 Green LED reverses display

Bit4 Red LED reverses display

Bit3 RFU

Bit2 Beep Control

Bitl Green LED Control

Bit0 Red LED Control
DATA[1-2]: MSB first, beep control time (unit: 20ms).
DATA[3-4]: MSB first, Green LED control time (unit: 10ms).

DATA[5-6]: MSB first, Red LED control time (unit: 10ms).
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Success:

‘ Frame | 0xBO ‘ Checksum |
Failure:

‘ Frame | Ox4F ‘ Checksum |
As Following:

Red LED reverse display; Green LED display, Buzzer beep:
Host sends: 09 BO 17 00 0A 00 0A 00 0A A4

4.2.15 BLE Enable

Note: After the BLE module is reset or disabled, you need to re-enable the BLE function
before you sending config commands to the Bluetooth device. The reader is enabled by
default at power-up.

Host sends:

| Frame ‘ 0xB1 ‘ Checksum ‘

Success:

‘ Frame ‘ 0xB1 ‘ Checksum ‘

Failure:

‘ Frame ‘ Ox4E ‘ Checksum ‘

4.2.16 BLE Disable

Note: This command can be sent only after the BLE function is enabled.

Host sends:

‘ Frame ‘ 0xB2 ‘ Checksum ‘
Success:

‘ Frame ‘ 0xB2 ‘ Checksum ‘
Failure:

‘ Frame ‘ 0x4D ‘ Checksum ‘

4.2.17 Soft reset Bluetooth interface

Note: This command can be sent only after the BLE function is enabled.

Host sends:

Frame 0xB5 Checksum
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Success:

‘ Frame ‘ 0xB5

‘ Checksum ‘

Failure:
‘ Frame ‘ Ox4A ‘ Checksum ‘

4.2.18 Hard reset Bluetooth interface

Host sends:

| Frame ‘ 0xB6 ‘ Checksum ‘
Success:

‘ Frame ‘ 0xB6 ‘ Checksum ‘
Failure:

‘ Frame ‘ 0x49 ‘ Checksum ‘

4.2.19 Bluetooth working mode setting

Host sends:
Frame ‘ 0xB8 ‘ Mode ‘ Checksum
Mode:  0x4D — Master (Default)
0x53 - Slave
Success:
| Frame ‘ 0xB8 ‘ Checksum ‘
Failure:
| Frame ‘ 0x49 ‘ Checksum ‘
4.2.20 Set scan range in host mode
Note: Only the host mode is valid.
Host sends:
Frame ‘ 0xB3 ‘ Signal Checksum

Signal: Scan field, from 0~0x40, Max.: Default.

Success:

‘ Frame ‘ 0xB3

‘ Checksum ‘

Failure:

‘ Frame ‘ 0x4C ‘ Checksum ‘
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4.2.21 Scan BLE Device in host mode

Note: You need to enable the BLE command function before you can send the change

command. Only the host mode is valid.

Host sends:

| Frame | 0xB4 ‘ Checksum ‘
Success:

| Frame | 0xB4 ‘ Checksum ‘
Failure:

‘ Frame ‘ 0x4B ‘ Checksum ‘

4.2.22 Set auto scan enable in host mode

Note: Only the host mode is valid.

Host sends:
| Frame ‘ 0xB7 Enable Checksum
Enable: 1byte
Bit Description
Bit7 1=Enable; 0=Disable; auto scan enable;
Enable Bit6~bit4 | Must being 0 in default
Bit3~bit0 | Auto scan interval, in seconds, (minimum 1 second,
default 10 seconds)
Success:
‘ Frame ‘ 0xB7 ‘ Checksum ‘
Failure:
‘ Frame ‘ 0x48 ‘ Checksum ‘

4.2.23 Bluetooth broadcast name setting
Note: You need to enable the BLE command function before you can send the change
command.
EAIHLRIE:

‘ Frame ‘ 0xB9 ‘ Name ‘ Checksum ‘

Name: Hexadecimal, length limit (1~15 bytes).

Success:

Frame 0xB9 ‘ Checksum ‘

Failure:
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Frame 0x46 Checksum

4.2.24 \ersion Information

Host sends:
‘ Frame ‘ OxF1 ‘ Checksum ‘

Success:
‘ Frame | OxF1 ‘ V.I. ‘Checksum

V.1. (Version Information): Including the software version number and date information.
Both are returned as ASCII.

Failure:

‘ Frame ‘ 0x0E ‘ Checksum

5 Encryption Output Function

This function support actively output 8bytes encrypted data from reader. The server will get the real
8bytes data via DES decryption.

5.1 Data Format

5.1.1 Card UID

4Byte 2Byte 1Byte 1Byte
Card UID Random | Instruction code | Checksum
Card UID:  4bytes UID--be read by the reader.
Random: 2bytes result (during the 8bytes data is encrypted by DES).
Instruction code:  0x01, bit0 - bit6 address reserved. Address range 0-127.
Checksum: Exclusive OR (XOR) results from "Card UID" byte to the
“Instruction code" byte of data.

As Following:

Card UID: 12345678; Random: 0000; Instruction code: 01; Checksum: 09.
Data (8bytes): 1234567800000109

5.1.2 Button (Ring)

1Byte 5Byte 1Byte 1Byte
Data Code | Random | Instruction code | Checksum
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Data code: the current button state; BitO=0(Button to be pressed), other bit is default 1.
Random: 5bytes result (during the 8bytes data is encrypted by DES).

Instruction code: 0x81; bit0-bit6 address reserved. Address range 0-127.

Checksum: Exclusive OR (XOR) results from "Code" byte to the “Instruction code" byte of

data.

As Following:
Button down: OXFE; random: 0x0000000000; Instruction code: 81;
Checksum: 7F.
Data (8bytes): FE0000000000817F

5.1.3 KEY

8Byte 6Byte 1Byte 1Byte
Data Code | Random | Instruction code | Checksum
Data code: 8bytes KEY.

Random: 6bytes

Instruction code: 0x08

Checksum: Exclusive OR (XOR) results from "Code" byte to the “Instruction code" byte of

data.
Description:
The password space reserves 8 bytes, the password length is 4 ~ 8 bytes, the length
complements 8 bytes, and the end is supplemented with 0.
As Following:

Key: 1122334455667788

Ciphertext: 178F59F8578EO0D3F FA2AEF9C7CA5716E
Plaintext: 0102030405060708 1B2625202F2A 08 3D
Ciphertext: 0806C51B5B060577 B003436BED45CEAG
Plaintext: 0009080700000000 3A3530330E0A 08 06

5.1.4 BleMAC

6Byte 1Byte 1Byte
Data Code | Instruction code | Checksum
Data Code:  6bytes BleMAC address
Instruction code: 0x10

Checksum: Exclusive OR (XOR) results from "Data Code" byte to the “Instruction code"
byte of data.

5.2 Data Encryption and Decryption

As (the card UID to be output from the reader) an example:
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If key: 123456789ABCDEFO
Data:  1234567800000109
Encryption result : E87510B61BF92C02

EEEA: |12345E-TE‘3ABCIIEFEI

[eE]

#Hrig: |12345E|TE!EIEIEIEIEIIEI‘3

Prd=- eST310b61 b £92c02

8T INREENIET . MIESEE, IR ez s
EEAAIAEETT . MEASIESEE. Bab. 4

Data Decryption in the server side:
Data (received by server): E87510B61BF92C02
Decryption result : 1234567800000109

[vE]

A |12345E-T8‘3ABCDEFEI

#rig |EBTSIDBEIBF92CDE

pra=-0 |1234SETSDDDDDID‘3

T MNREENIET . MIESEE, IR e g
BRI MIEASIESEE. Rk &

6 Part of Protocols

Setting Key Process:
The first step: to read encrypted random.

Host sends: 02 A8 AA

Reader returns success: 0A A8 15FD10A8EA65723D 32

15FD10A8EAGB5723D the 8-byte encrypted random; Decrypted data reduction for
AAAAAAAAAAAAAAAA.
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/rlgSmar'tCOS]—_E (B = | = S
DES | wmac | Esa | sk | &0 |
;E%H |1122334455557783
éﬁiﬁ . |15FDIUJ\BEJ\E|5723D
glﬂ:l:% . EEEEEEEEEEEEEEE-E
{2 IEE A, H0ESEE R e | —
TS, MASIEEE B9,
B BB ER T ARFER | ez |

The second step: to configure data encryption key.

If the data encryption key is 123456789ABCDEF0

Then the raw data to be sent to is AAAAAAAA 12345678 AAAAAAAA 9ABCDERO.
The third step: to encrypt data.

To do twice encryption process for the 16 bytes of raw data via using Reader's default key.

/B SmartcOs TR (B = | o |
DES | mac | Esa | men | iac |
=4 [11zz33a5588 7765
$HR: [FAsAIARAI23458TH
g, +EaaBd£28TT11273

27 A, AmSHE, M e | we |
EhIeE, ASIESEE S 4
Wi BTN T ARTER | eidRE |
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})—.:" SmartC0s TE EJIE= 23—
DES | mac | BEsa | mwen | L
4R |1 12233445566TT86
#iE: |AMAMM9ABC]JEFD
|
- £ae5201 cb3639035
1ET: MREAAsFET . AESHE. MR s ) |
EEEAIEET, NAIESHE. Bk, 4
RN R A E A F o 4R FEH | iﬂ%ﬂﬁﬁﬁiﬂ

Then get the last encrypted data is efaa9df287711279fae5201ch8639038

The fourth step: to set data encryption key.

Host sends: 12 A9efaa9df287711279fae5201ch8639038 5C

Reader returns success: 02 A9 AB

Note: If the Reader returns result data successfully, it means the encryption data key be set

successfully.
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